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The below checklist of good practices regarding third-party risk management is based on statutory requirements
according to four pieces of EU legislation: the General Data Protection Regulation (GDPR), the NIS2 Directive, the Data
Governance Act, and the Digital Operational Resilience Act (DORA). It is not a comprehensive list of good practices for
third-party risk management (or of statutory requirements), but it highlights many good reflexes to have.

Integrate it in your flow, improve it, and share your own list with us!

Examples of good practices for TPRM

[0 Due diligence: Only select providers capable of Safeguarding de-identification: Where information

enabling legal compliance.l is being provided in a pseudonymised form,
- - consider:

0 Contract: Conclude a contract or similar binding
legal instrument with your provider.2 ¢ acontractual prohibition of reidentification,

0 Restrictions to provider's freedom: Consider what ¢ pr?anls?‘tlonal rl;}gasur%s ttc?f‘pr?‘vent s(?arlng
the provider should be permitted to do with your In Om."'a lon enabling relaentitication, an .
data 3 ¢ technical measures to further reduce the risk of

reidentification.12

0 Confidentiality: Require confidentiality both during B d data rules: D  limit It ifvi
the relationship (through non-disclosure)4 and after- eyor;. ata ".jtﬁsa to nol tmlil Iyom_Jrlset. ° Ee? yllng
wards (through return and then destruction of data compdlance Wi I a a'rT ate eglls a '?? ut also
on the provider's end).5 consider e.g., intellectual property laws.#

0 Security: Ensure that the provider has implemented Rewev;l ytour stra:ﬁgﬁz A?_topt_ aknq reigg!arly reV|eIt\{v
appropriate security measures (technical measures you;s rategy on third-party rlsls, inciuding a mufti
as well as organisational ones)¢ and that the vendor strategy as appropriate.™
provider provides rapid and sufficient information Contract management: Maintain information on
regarding any security incident.? your contractual arrangements with service provid-

16

0 Interactions with third parties: Determine the level ers.
of assistance you may need from the provider in Auditor skillset: Ensure that any auditors, whether
case of requests from or interactions with third internal or external, possess appropriate skills and
parties (users, regulators).® knowledge to effectively perform the relevant audits

O Evidence collection: Collect from your provider any a_nd Iassesslmgnts,flnhpartlcqlar in cg_se(;n;hlgh tech-
information that enables you to document compli- nical complexity of the services audited.™
ance with both the contract and the law, for instance Exit strategy: Consider the scenarios for termina-
by way of audits or information requests.” tion of the relationship with the service provider and

O Cascading obligations: Ensure that contractual thhttehcotr?sequences, so that you are able to exit
requirements are reflected in subsequent relation- without:
ships where relevant (e.g., confidentiality also for + disruption to your business activities,
provider's employees).* + hindering legal compliance, and

O Stakeholder involvement: Ensure all relevant levels ¢ detriment to service continuity & quality 1*
are properly informed and involved in the relevant Assess substitutability: When evaluating a possible
strategy (e.g. cybersecurity st‘rategy),lllncludlng service provider, take into account whether this
management and the Board of Directors.1* would lead to contracting a service provider that is

O Auditing re-use: If you allow re-use of data under not easily substitutable or that concentrates too

certain conditions, consider how to verify in practice
that the recipient complies with those conditions.12

many critical or important functions, and if so,
weigh the benefits and costs of alternatives.!?

Know location: Identify where the services are
provided and where the data is processed.?

Some concepts can be found in various laws (such as the general requirements
regarding confidentiality & security). These footnotes only include references to
one statutory source, to keep this document light.

9 Art. 28(3)(h) GDPR.

10 Regarding employees, see Art. 28(3)(b) GDPR and endnote 4 above.
Regarding sub-contractors, see Art. 28(2), 28(3)(d), and 28(4) GDPR.
11 Art. 20 (1) of the NIS2 Directive (Directive (EU) 2022/2555).

12 Art. 5(4) Data Governance Act (Regulation (EU) 2022/868).

13 Art. 5(5) Data Governance Act.

14 See Art. 5(7), 5(8), and 5(10) DGA.

15 See Art. 28(2) DORA (Regulation (EU) 2022/2554).

16 Art. 28(3) DORA.

17 Art. 28(6) DORA.

18 Art. 28(7) and (8) DORA.

19 Art. 29(1) DORA.

20 Art. 30(2)(b) DORA.

1See Art. 28(1) of the General Data Protection Regulation / GDPR (Regulation
(EV) 2016/679).

2 Art. 28(3) GDPR.

3 Art. 28(3)(a) GDPR.

4 Pursuant to Art. 28(3)(b) GDPR.

5 Art. 28(3)(g) GDPR.

¢ Art. 28(3)(c) GDPR refers to Art. 32 GDPR.

7 Art. 33(2) and 28(3)(f) GDPR.

8 Art. 28(3)(e) and (f) GDPR.
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